




HIPAA DEFINITIONS

Covered Entity
A health plan, clearinghouse, or provider who transmits any health information in electronic form in connection with a transaction covered 
under the HIPAA Administrative Simplification standards. Some examples of a covered entity are hospitals, insurance companies, or physician 
practices.

Business Associate
An entity that "creates, receives, maintains, or transmits protected health information" in a contractor role with a covered entity. Subcontractors 
are also business associates. Examples of business associates are information technology vendors or e-prescribing gateways.

Workforce
Employees, volunteers, trainees, and other persons whose conduct, in the performance of work for a covered entity or business associate, is 
under the direct control of such covered entity or business associate, whether or not they are paid by the covered entity or business associate.

Protected Health Information (PHI)
Individually identifiable health information (medical records, demographics, or payment data) that is transmitted by electronic media (data in 
motion, e.g. email), maintained in electronic media (data at rest, e.g. a database or laptop hard disk), or Transmitted or maintained in any other 
form or medium (e.g. oral or hard copy).

Breach
The acquisition, access, use, or disclosure of protected health information in a manner which compromises the
security or privacy of the protected health information. With a few exceptions, such a disclosure is presumed to be a breach unless the covered 
entity or business associate is able to demonstrate that there is a low probability that the protected health information has been compromised 
based on a risk assessment.
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